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1. Introduction

1.1. Background

At BMS installations the alarm management is a general and important function. The BACnet
Standard defines two methods to handle that functionality, Algorithmic Reporting and
Intrinsic Reporting.

Often consultants request in bid invitations either A/gorithmic Reporting or Intrinsic
Reporting to handle the alarm management in BACnet projects and like to exclude in a time
the other method of reporting. The reasons for that behaviour could be:

(1) Not enough knowledge about the practical aspects of both methods of reporting.
(2) A possibility to prefer special vendors and exclude other products.

Against point (1) that paper hopefully helps.

The main focus of that paper is the practical use of both reporting methods. The general
knowledge about alarm and event reporting will be presupposed.

Also there are discussions to extend the BACnet standard, as with the Intrinsic Reporting only
one limit pair for analog data points is possible but there are sometimes two limit pairs
required. In reality the BACnet standard does not need to be modified to achieve further
limits, because that issue could be handled with Algorithmic Reporting (see sample below).

Details about Algorithmic Reporting and Intrinsic Reporting are described at [1] and [2].
There are also Documents in German Language: [3], [4] and [5].

1.2. Market situation
Relating to alarm management we can classify available devices as follows:

- simple devices without alarm management

- devices with Algorithmic Reporting

- devices with Intrinsic Reporting

- devices with Algorithmic Reporting and Intrinsic Reporting

If at a real project different types of devices are used it makes no sense to request, that all
devices have to support one or two methods of alarm management. If there are a big number
of devices without own alarm management (e.g. room controllers with an invariant
application, FCU’s or other) the alarm management could be handled by another device with
own alarm management.
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1.3. Common description
To handle alarms in a BMS 3 aspects are important:

(1) Which data point shall be focussed for generating an alarm?
(2) In which situation shall that alarm be generated?
(3) To which recipient shall that alarm be sent?

At Intrinsic Reporting aspect (1) is identical with a data point and aspect (2) is determined by
the type of that data point (e.g. Analog/Binary/Multistate Input/Output/Value and other).

At Algorithmic Reporting aspect (1) is also identical with a data point but for aspect (2) an
additional BACnet object type is used: an Event Enrollment object.

For aspect (3) in both methods of reporting a BACnet object type Notification Class object is
defined.

Generally it is possible to solve all alarm functionalities either with Algorithmic Reporting or
with Intrinsic Reporting.

That’s why it doesn’t matter for a B-OWS Operator, if a device supports only one method of
reporting. With Intrinsic Reporting it is easy to configure a big number of simple situations, in
which an alarm shall be generated. But complex situations could be better configured with
Algorithmic Reporting because it is more flexible.

If a device supports both methods of reporting, the “base load” of all alarm situations shall be
configured with Intrinsic Reporting. The rest of complex situations could be configured with
Algorithmic Reporting in a comfortable way.

Within this paper not discussed are basic communication aspects, like

- confirmed or unconfirmed messages,

- recipient entries using the service AddListElement or WriteProperty,

- recipient entries as BACnetObjectldentifier or BACnetAddress,

- alarm or event reporting
1.4. Used pictures
To demonstrate the configuration of alarm management by a B-OWS in that paper, pictures
are used. That picture design is probably different at other vendors, but not the principle of
configuration.

1.5. Last but not least

Many thanks to Norbert Schmalstieg for comments and correction!
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2. Engineering description

2.1. Common features

Both methods of reporting require one or more Notification Class objects at the device.
Among other things that type of BACnet object holds information about who (recipient, B-
OWS, BACnet Client...) gets the alarm message if an alarm occurs and when (at which days
and time-windows).

i EventNotification - NOTIF1 at BACnet Devices\DEVICED00003 i ] B4

General | Actions  Delivery | Deactivate | Feedback | Securty Level |

Valid Days |Fom Time| Teo Time
True Net0:8D2A50A0BACD | Monday, Tuesda | 0:00:00 23:59:59 99  ToOffnormal ToFa
Monday, Tuesda |0:00:00 23:59:59 599 | ToOffnomal ToFa
3 |True |NetD:ED2A5DAZBACD |Monday.Tuesda |D:DD:DD |23:55:55.55|T00ﬁnorrnaI.TDFa|

Add Recipient I Remove Recipient | ™| Send to all workstations

OK | Mbbrechen | Obemehmen |  Refresh Hife

Also it is defined if an initiated alarm requires an acknowledgement or not.

i EventNotification - NOTIF1 at BACnet Devices\DEVICED00003 i ] B4

General IAdions' Delivery | Deactivate | Feedback | Securty Level |

Description: I
Ack Required Priarity
Alam: I'IB _
¥ Alam Colors and Fonts
Wi Retum to Nomal: |13
; - Alam Colors:
V' Faul Fault: [13
RTN Colors
Repeat: |I Min
Ack Rules: IAckOnh'ThisOne "I | Fault Colors

Event Corfiguration: |Sinale Eriny

OK | mbbrechen | Obemehmen| Refresh | Hfe |

Other issues are local matter or not defined in BACnet standard (print rules, colours at the B-
OWS, mail forwarding...). Such issues are not relevant if we compare both methods of
reporting.
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2.2, Intrinsic Reporting

This method of reporting is embedded in a data point object, e.g. a Binary Input,

Analog Value ... That means that the conditions for generating an alarm are described by
own properties of that data point object. There is a link from that data point object to one
Notification Class object. No additional BACnet Object is necessary to handle the alarm.

Sample: a Binary Input

& Binarylnput - A31EADICAD1A11_1 at BACnetDevice - 0] x|
Advanced Alarms | Trigaers | Security Level
General I Settings | Courters I Basic Alamms

Vave: [T - |

Description: ISammeIstEnn_lng Unterstation

Device Type: |

™ Out of Service

Status:

Reliabilty: MoFaultDetected

oK Abbrachen [Eermehmer Befresh Hife
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In which case an alarm shall be generated is visible at next picture, also the link to one
Notification Class object (at the picture labelled as Event Notification).

%+ Binarylnput - A31EADICAD1A11_1 at BACnetDevice - 0] x|
Advanced Alarms | Triggers Security Level I
Generzl | Seftings | Courters Basic Alamns

Event State:  RetumToMomal
Acknowledgement Received For:  ToFault, ToNomal

art
Aamm When Value ls: Rep
v Alam

[ -
¥ Retumto Nomnal

v Fault
Time Delay: ID Seconds —
Motification Type: IAImNu:d'rficatiDn 'l
Event Notfication: [BACnet Devices\DEVICEDDOOO3\NOTIFT |

0K | mbbrechen | Uberchien|  Refesh | e

In cases, where the alarming conditions offered by Intrinsic Reporting are not sufficient, a
combination of both methods is possible. To generate e.g. additional warning-alarms based on
the change of Present Value of an Analog_Input object, this warning aspect could be treated
by an Algorithmic Reporting extension (see below).
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2.3. Algorithmic Reporting

For that method of reporting an additional BACnet object is necessary: an Event Enrollment
object.

The conditions in which case a specific alarm shall be generated are configured at one

Event Enrollment object.

For routing the alarm to recipients there is a link from that Event Enrollment object to one
Notification Class object.

For multiple technological situations where it could be useful to have an alarm reporting it is
possible to provide a separate Event Enrollment object at a time. That makes Algorithmic
Reporting very flexible.

Example: an Analog Input object is controlled by two different limits (warning, critical)

At minimum one Notification Class object is necessary. But in most practical cases it makes
sense to use two of these objects to make a distinction between distribution of warnings and
critical alarms. If at one device other similar alarm situations for similar data point objects
shall be configured, separately Event Enrollment objects necessary but not more
Notification Class objects.

One Notification Class object for all critical alarms:

A& EventNotification - EvNotif Critical at uhNet\tac bCX1.1 = 0] x|

General |Adion5| Delivery | Deactivate | Feedback | Security Level |

Description: Im
Ack Required Pricrity
AMlarm: |5 _
¥ Alam Colors and Fonts
M Retum To Normal Retum to Nomal: |5

" I

Repesat: |I Min
Ack Rules: IAckOnfyThisOne 'I | Fault Colors
Event Configuration: I?.-; & Ertry j
oK | Abbrechen | [ bernehmen Befrash Hitfe

© Copyright 2007, Bacnet Interest Group Europe Release Date EN 06.12.2006



BACnet - Compare Intrinsic and Algorithmic Reporting EN 2006-12-06.doc Page 9/ 16

A second Notification Class object for all warning alarms:

i EventNotification - EvNot_Waming at uhMNet\tac bCX1.1
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without an own (intrinsic) alarm generation feature.

% Analoglinput - temp 1 at BACnet DevicesMac bCX1.1 - |EI|5|

I Advanced Narrnsl Triggersl Securty Levell

Event State: RetumToMNarmal

Acknowledge Received For:

COV Increment: Iﬂ'

High Limit: I: I” Enable Repot —————————
Low Limit: IZ T Enable = Alam
™ Retur ba Mommal
Jime Delay: I Seconds e i
Eaul

Dead Band: I
Motification Type: I vl

Event Motification: I _I

0K | fbrechen | Uberchien|  Refresh | e |

The relation between a data point object property and an alarm generation is configured in an
Event Enrollment object. In the example two objects of type Event Enrollment are used
(pure Algorithmic Reporting):
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The first Event Enrollment object for a warning alarm of the data point “temp1”:

EventEnroliment - T1_EvEnrWaming at BACnet Devices\tac bCX1_1

Temp1 Limit 31 Waming

{1.1\EvNot. Waming

I Lanfirmed

£
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and the second Event Enrollment object for a critical alarm of the data point “temp1”:

# EventEnrollment - T1_EvEnrCritical at BACnet Devices\tac bCX1.1 =10 ]

General | Algorithms | Curent State | Feedback | Securty Level |

0L Ty Temp 1 Limit 01 Critical

Event Notification: IBACnetDevices"—tac.bCX‘l.1"-.E\rNot'rf.C:iticaI |
Object: [BACnetDevices'tac bCX1. 1'temp |
Evert Property: |value ~| [ Send
W Alam
Event Type: IOut of Range j ¥ Retum to Nomal
¥ Eault
Notification Type: IAImNDﬁficaﬁon "l
Recipiert: | |
Process Id: |: = | Corfirmed Watifications
Brionty: [152 [Nomal (192-255 |
oK pbrechen | Uberchimen|  Befresh | Hife |

% EventEnrollment - T1.EvEnrCritical at BACnetDevices\tac bCX1.1 I |

General  Algorithms | Cument State | Feedback | Securty Level |

Time Delay: Seconds
High Limit:

Low Limit: |1

Deadband: |1

il

OK | Mbbrechen | Uberchien| Befesh | Hife |

Both objects observe the same data point and have the same event type (out of range). They
are different in their link to the Notification Class object and the configured limits.

Another possibility would be to configure one of the alarms with Intrinsic Reporting (e.g. the
warning alarm) and the other one with Algorithmic Reporting (e.g. the critical alarm).
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3. Comparison

3.1. Engineering

Intrinsic Reporting

Algorithmic Reporting

(+) Easy to configure and to verify for simple

alarms:

- The aspect in which situation an alarm
shall be generated is embedded in the
data point object.

- No additional BACnet objects are
necessary for alarm generation.

(-) For simple alarms:
- It needs more effort to engineer.
- Additional BACnet objects are necessary.

(-) It is impossible to configure directly

complex alarms e.g.:

- If a temperature has to be watched about
more than one limits (warning,
critical...).

- If more than one property (e.g.

Present Value, Out Of Service) shall be
alarm treated.

- If a floating limit shall be alarmed (only a
fixed limit is defined, like the
Event Type Out_Of Range)

A small subset of objects is not supported by
intrinsic reporting. For example these
objects:

- Device Object Type

- Program Object Type

- Schedule Object Type

To use nevertheless intrinsic reporting,
proprietary extensions are necessary.

(+) Very flexible to configure complex
alarms:
- By the BACnet Standard a big number of

different Event Type’s are predefined
{CHANGE_OF BITSTRING, CHANGE OF STATE,
CHANGE_OF_VALUE, COMMAND_FAILURE,
FLOATING LIMIT, OUT_OF RANGE, BUFFER_READY,
CHANGE_OF LIFE_SAFETY, EXTENDED}

- All required alarm functions could be
solved directly with a large number of
Notification Class objects.
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Intrinsic Reporting Algorithmic Reporting

(-) If Algorithmic Reporting is not supported, | (+) All alarm configurations are transparent
for instance mirror data points’ and because it is configured exclusively at
proprietary programming are necessary to Event_Enrollment objects.

handle complex alarms. Such engineering is
not transparent for a BACnet front end.

If Algorithmic Reporting is supported,
algorithmic reporting elements have to be
added, what results in a mixture of both

reporting methods.

(+) After an alarm event it is easy to detect (-) After an alarm event it needs more effort

which data point initiated the event, because | to detect which data point initiated the event,

it is the data point itself. because the related Event Enrollment objects
contains only a link to the responsible data
point.

If a vendor supports both methods of reporting the project engineer could handle simple
alarms with Intrinsic Reporting and complex alarms with Algorithmic Reporting.

If a vendor supports only one of both methods of reporting also the alarm handling is for all
technological situations possible where an alarm shall be generated.

If a vendor supports only Intrinsic Reporting, additional mirror data point objects could be
created, which have the same value at the attribute Present Value. Every data point object
(original and mirror) can be configured with a different intrinsic method.

Also Intrinsic Reporting supports only a smaller subset of properties, Object Types and Event
Type’s than Algorithmic Reporting, so that in this kind proprietary extensions could be
necessary.

3.2. BACnet front-end user/operator
With both methods of reporting all technological situations where an alarm shall be generated

could be handled. If complex situations could not be handled with pure BACnet engineering,
proprietary completions shall be possible, see chapter above.

' Additional data point object (e.g. Analog_Value object), whose Present_Value is set by a proprietary
programming to the Present Value of a data point object (e.g. Analog_Input object), which represents a
physically input.
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For a B-OWS or other client it is the same, if a messages is sent by Intrinsic Reporting or
Algorithmic Reporting. A client shall be able to receive messages from both kinds of
reporting.

To handle complex alarm with Intrinsic Reporting could be a disadvantage for the user at the
BAChnet front end, because it is not possible to see the relation between original data points
and mirror points. In case of Algorithmic Reporting that relation is transparent configured at
the Event Enrollment Object.

At the end the effort to engineer a BACnet project is not really interesting for an end user.
That effort depends also by vendor specific tools.
3.3. Conclusion

There is no reason to exclude Algorithmic Reporting or Intrinsic Reporting in bid invitations.
Anyway, Algorithmic Reporting is more flexible than Intrinsic Reporting.

At a bid invitation it is much more important to describe the technological aspects of alarm

management instead of the method of reporting (Intrinsic Reporting or Algorithmic
Reporting).
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4. Other publications related to both methods of reporting

At [1] (chapter 13) alarm and event services are defined. [1] is without a preference of
Intrinsic Reporting or Algorithmic Reporting.

At [2] (chapter 9) additional rules for implementation of alarm and event services are defined.
[2] is without a preference of Intrinsic Reporting or Algorithmic Reporting.

At [3] (chapter 5.2) we can find a explanation of alarm and event reporting. [3] is without a
preference of Intrinsic Reporting or Algorithmic Reporting.

At [4] (chapter 3.3.1 page 18) without explanation the Intrinsic Reporting is preferred. In
consideration of the samples and facts at this paper that opinion I could not follow.

At [5] (chapter 5) we can find a comprehensive explanation of alarm and event reporting.
[5] is without a preference of Intrinsic Reporting or Algorithmic Reporting.
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